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Tipo de incidente Sistema y/o Software Abierto
TLP Blanco
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NOTIFICACION: La informacidn consignada en el presente informe es producto del analisis de multiples fuentes, de terceras
partes, del propio fabricante e investigacion propia del CSIRT de Gobierno. La informacién contenida en los informes o
comunicados estd afecta a actualizaciones.

Resumen

El CSIRT de Gobierno comparte informacion sobre las vulnerabilidades parchadas en el Update Tuesday
de Microsoft correspondiente a diciembre de 2023.

Vulnerabilidades

CVE-2023-35621
CVE-2023-35622
CVE-2023-35619
CVE-2023-20588
CVE-2023-36696
CVE-2023-35635
CVE-2023-35633
CVE-2023-35632
CVE-2023-35631
CVE-2023-35630
CVE-2023-35629
CVE-2023-35628

CVE-2023-35643

CVE-2023-35642

CVE-2023-35641

CVE-2023-35639

CVE-2023-35638

CVE-2023-36006

CVE-2023-36005

CVE-2023-36004

CVE-2023-36003

CVE-2023-36011

CVE-2023-36009

CVE-2023-21740

CVE-2023-35644

CVE-2023-36012

CVE-2023-35634

CVE-2023-35625

CVE-2023-35624

CVE-2023-36019

CVE-2023-36020

CVE-2023-35636

CVE-2023-36010

CVE-2023-36391

Vulnerabilidades de riesgo critico:
CVE-2023-35630: Vulnerabilidad de ejecucién remota de cddigo en Internet Connection Sharing (ICS).

CVE-2023-35628: Vulnerabilidad de ejecucion remota de cédigo en Windows MSHTML Platform.
CVE-2023-35641: Vulnerabilidad de ejecucion remota de cédigo en Internet Connection Sharing (ICS).

CVE-2023-36019: Vulnerabilidad de spoofing en Microsoft Power Platform Connector.
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Mitigacién
Este paquete de actualizacién mensual esta disponible para su descarga aqui:
https://catalog.update.microsoft.com/Search.aspx?q=KB5033420

Productos afectados

Azure Connected Machine Agent

Azure Logic Apps

Azure Machine Learning SDK

Dynamics 365 for Finance and Operations Platform Update 60

P

LIRS

CSIRT

\L71\,

\t1r711

Dynamics 365 for Finance and Operations Version 10.0.37 Platform Update 61
Dynamics 365 for Finance and Operations Version 10.0.38 Platform Update 62

Microsoft 365 Apps for Enterprise for 32-bit Systems
Microsoft 365 Apps for Enterprise for 64-bit Systems
Microsoft Dynamics 365 (on-premises) version 9.0
Microsoft Dynamics 365 (on-premises) version 9.1
Microsoft Malware Protection Platform

Microsoft Office 2016 (32-bit edition)

Microsoft Office 2016 (64-bit edition)

Microsoft Office 2019 for 32-bit editions

Microsoft Office 2019 for 64-bit editions

Microsoft Office LTSC 2021 for 32-bit editions
Microsoft Office LTSC 2021 for 64-bit editions
Microsoft Office LTSC for Mac 2021

Microsoft Power Platform

Windows 10 for 32-bit Systems

Windows 10 for x64-based Systems

Windows 10 Version 1607 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 21H2 for 32-bit Systems
Windows 10 Version 21H2 for ARM64-based Systems
Windows 10 Version 21H2 for x64-based Systems
Windows 10 Version 22H2 for 32-bit Systems
Windows 10 Version 22H2 for ARM64-based Systems
Windows 10 Version 22H2 for x64-based Systems
Windows 11 version 21H2 for ARM64-based Systems
Windows 11 version 21H2 for x64-based Systems
Windows 11 Version 22H2 for ARM64-based Systems
Windows 11 Version 22H2 for x64-based Systems
Windows 11 Version 23H2 for ARM64-based Systems
Windows 11 Version 23H2 for x64-based Systems
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Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)
Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2012

Windows Server 2012 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 R2 (Server Core installation)

Windows Server 2016

Windows Server 2016 (Server Core installation)

Windows Server 2019

Windows Server 2019 (Server Core installation)

Windows Server 2022

Windows Server 2022 (Server Core installation)

Windows Server 2022, 23H2 Edition (Server Core installation)

Enlaces
https://msrc.microsoft.com/update-guide/releaseNote/2023-Dec
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